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Stressors, Risk Factors, and Threats
WHILE HOTELS ARE CROWDED ENVIRONMENTS, EMPLOYEES SPEND MOST OF THEIR 
WORK HOURS DOING SOLO TASKS AMONGST TOTAL STRANGERS.

For example, housekeepers work alone in guest rooms, often without security personnel or panic 

buttons nearby. Maintenance workers face similar risks, spending extended periods alone in the 

rooms.  

It’s a simple fact: the more people you interact with, the more prone you are to sickness.  The U.S. 

Bureau of Labor tables shows an illness incidence rate of 4.3% for hospitality workers and 3.1% for 

the average worker. NPR reported that when the budget gets tight, most service workers go to 

work despite illness because they feel they can’t afford to take time off.

Being surrounded by strangers puts staff in a vulnerable position that compounds harassment, 

theft, and violence with the occupational isolation hospitality workers experience. 

Thankfully, the industry is responding.

Elie Maalouf, CEO of America ISG, says, “At ISG we have an unwavering commitment to the safety 

of our hotel colleagues. Our housekeepers, our front desk associates, our restaurant and bar 

associates, all have to feel that the passion that they bring to this industry and the passion they 

bring to our hotels is also reciprocated by respect, by safety, by proper policies and commitment, 

and by the dedication of our organization to provide that environment.”

Maalouf spoke on behalf of the 20,000 hotel properties industry-wide that have pledged to protect 

their 1.2 million employees by signing onto the 5-Star Promise. This promise will set a standard 

for how to protect employees in an era of increasing threats due to demographic factors, health 

risks, and pandemic factors. 

The pandemic put a massive economic strain on hotels and resorts across America as international 

travel fell by 76% and domestic by 34%. According to Boston University, plummeting travel 

resulted in “8.3 million lost jobs in just March and April 2020, and 498,000 jobs lost in December 

2020.” When hotels and resorts are in the midst of financial struggle as they are now, cuts in 

security forces are a common money-saving strategy. 

CRITICAL EVENTS IN HOSPITALITY



K I N E T I C G L O B A L . C O M

4

RECOGNIZING ALL THE NATURAL RISKS ACCOMPANYING HOTEL AND RESORT WORK, THE 
AMERICAN HOTEL AND LODGING ASSOCIATION (AHLA) HAS INSTITUTED ITS 5-STAR PROMISE. 

These 20,000 locations promise to continue providing training and materials on safety and 

security, retain expert guidance on diversity and safety issues, ensure mandatory anti-sexual 

harassment policies in several languages, and provide ongoing sexual harassment identification 

and reporting training. They also pledge to increase partnerships with organizations promoting 

workplace safety and condemning sexual violence/ trafficking, and providing each employee 

with an emergency panic button. 

The Occupational Safety and Health Association (OSHA) still needs to create a regulation that 

requires employers to have robust security personnel and safety software. It does, however, require 

that they “furnish to each of its employees a workplace that is free from recognized hazards that 

are causing or likely to cause death or serious physical harm.” This provision is known as the 

General Duty Clause.

In recent years, OSHA has been more active in using this clause to conduct investigations and 

issue citations to healthcare facilities for issues related to workplace violence hazards. To use this 

regulation for a citation, OSHA must prove that employees were exposed to an easily corrected 

threat that the employer recognized beforehand would likely cause harm or death. OSHA must 

also prove that the employer actively chose to do nothing about the hazardous conditions. 

The city of Chicago recognized the need for legislation regarding security measures in the 

hospitality industry. In 2018, the panic button ordinance was instituted, requiring hotels to supply 

portable panic buttons to workers who “clean, inventory, inspect or re-stock supplies alone in 

guest rooms or restrooms.” 

Corporations like Hyatt Hotels have begun supplying their staff with access to personal safety 

and threat alert technology from Kinetic Global. 

To date, no state or federal-level legislation is protecting front-line hotel staffers from the workplace 

stressors or threats listed above, and there is no public knowledge of legislation in the works. 

 

Regulations and Compliance
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Mitigating the Risk of Workplace Violence

5

An integrated Critical Event Management (CEM) system is the most effective means of 

stopping workplace violence. Including a panic button, employee geo-location, risk intelligence, 

case/incident management, and a reliable Emergency Mass Notification Software (EMNS) on 

the same CEM platform is the key to protecting vulnerable employees. 

Integrating these tools into one system is essential because “too often those mechanisms 

are siloed off in one department even though critical events themselves rarely respect neat 

departmental boundaries.”

CRITICAL EVENT MANAGEMENT

SECURITY CHALLENGES 
ARE BECOMING 
INCREASINGLY COMPLEX 
AND MULTI-FACETED—
REQUIRING SYSTEMS 
STRONG ENOUGH AND 
FLEXIBLE ENOUGH TO 
DEAL WITH THEM.
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A Multi-faceted Approach to Security
APPROACHING SECURITY AND CRISIS MANAGEMENT WITH SILO-MINDSETS INCREASES 
THE RISK OF INCIDENTS AND LEAVES YOUR BUSINESS AND ITS EMPLOYEES 
SUSCEPTIBLE TO CRIME AND VIOLENCE. 

There is no silver bullet addressing the mitigation of workplace violence. 

All hotels and resorts must develop security frameworks similar to the 5- Star Promise where 

people, policies, processes, and technologies are integrated so that no employee is truly alone in 

the face of a threat. 

PEOPLE 

The start of a comprehensive security framework happens at the management level. First, senior 

leadership must accept the ever-present and the growing threat of violence (physical or verbal) 

in the hospitality industry. Furthermore, management must be willing and able to do something 

about it. 

After this, it’s all a matter of breaking down silos, building communication, and getting the whole 

staff on the same page. 

The mutual respect for one another, cultivated by focusing on elevating these three aspects of 

workplace culture, will result in teamwork that goes beyond job descriptions and fosters mutual 

accountability and trust. 

The best policy is to hire security leaders who will spearhead safety training efforts, be “watchdogs,” 

and dedicate themselves to keeping up with the latest crime trends and defensive technologies. 

The mere presence of security officials can put guests at ease and make criminals think twice. 

Posting security officers at entrances and having them do building rounds does prevent crime.  

Security officers are the first line of defense against workplace violence, and in an increasingly 

threatening world, we need them more than ever. 



K I N E T I C G L O B A L . C O M

7

PROCESS

The CDC recommends that all businesses implement a strict zero-tolerance rule surrounding 

workplace violence. “Just as workplaces have developed mechanisms for reporting and dealing 

with sexual harassment, they must also develop threat assessment teams to which threats and 

violent incidents can be reported.” 

The Society of Human Resource Management has developed a strict definition of prohibited 

violent conduct and even stricter adherence to the CDC’s detailed “if x then y” policies. 

Furthermore, the Department of Labor has already set up clear guidelines for which persons are 

responsible for what in a workplace violence situation. 

Below are a few examples of how policies can be implemented in hospitality industry settings. 

DOMESTIC VIOLENCE 

This situation could refer to physical violence within a family on the property of a hotel or resort. 

The first step in any potentially violent case is to notify authorities and security officials of the 

abnormality. 

If you see something, say something.  Next, notify the HR department and your on-site risk 

management, and request a response to the situation.  Domestic violence must always be 

reported to local police departments. 

WORKPL ACE AND STAFF-ON-STAFF VIOLENCE

When violence appears to be occurring between co-workers, one should, once again, start by 

notifying the proper authorities in the appropriate order. However, zero-tolerance policies would 

necessitate suspension from work pending an investigation into the situation that could result 

in the aggressor’s termination. 

If the only witness is the victim, they should leave their post and immediately report the behavior 

to their supervisor and an HR representative. It is the responsibility of the HR representative to 
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follow the pre-established policies of suspension, investigation, and termination. In addition, the 

HR representative, witness, or victim can and should report the situation to their local police. 

RAPE AND SEXUAL ASSAULT 

When rape or sexual assault occurs at the housing facility, witnesses should immediately report 

the crime to local law enforcement. HR and management representatives must enforce policies 

surrounding preserving forensic evidence quickly and carefully. 

ACTIVE SHOOTER 

Security policies should be in place to deal with active shooters. They must include training 

for dynamic situations, prevention, migration, response, and recovery. Staffers should receive 

instructions about active shooter warning signs to recognize developing problems quicker – and 

potentially save lives. Front-line hospitality workers in populous, commercial locations in the 

2020s have a right to know how to defend themselves from being targeted. 

The policies for the above situations should all include providing victims and witnesses with 

necessary aftercare/ counseling.

Insurance companies often recognize the implicit asset of large clients with a study security 

apparatus and lower policy premiums. 

8
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Training
THE FOLLOWING PREPARATORY, REMEDIAL, AND INTEGRATED TRAINING 
PROCEDURES SHOULD BE CONDUCTED WITH EACH NEW EMPLOYEE AND REFRESHED 
EVERY 1-3 YEARS. 

9

ANNUAL 

•	 Review security measures, policies, and 

incident reports. 

•	 All-staff Active Shooter Drills. Police, 

security personnel, housekeepers, 

maintenance, desk workers, chefs, and 

others – should be cross-trained in 

responding to active shooter situations.

•	 All-staff should be enrolled or cross-trained 

in workplace violence training procedures.

•	 Crisis intervention training prepares 

staffers to recognize warning signs of 

potential violence.

EVERY 1-3 YEARS

•	 Evaluate and review workplace violence 

policies to determine whether they are still 

timely or need to be updated. 

•	 Test employees on proper violence 

response techniques. This examination 

process can help to minimize injuries. 

All staff should know how to summon 

assistance and move people out of danger 

and into safe areas. 

•	 Develop a “buddy system” to make sure 

that everyone is accounted for in the event 

of an emergency.
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MICHAEL SCHULTZ, THE CO-FOUNDER OF ACL AIMANT, SUGGESTS “THE ABILITY TO SEE 
SOMETHING, SAY SOMETHING AND – MORE IMPORTANTLY – DO SOMETHING IS CRITICAL 
TO AN INSURANCE UNDERWRITER RECOGNIZING THAT [A BUSINESS IS] BEHAVING 
RESPONSIBLY.” 

One of the most effective means of facing modern problems head-on is utilizing modern 

solutions. 

Crime and crime prevention have been locked in an arms race since the dawn of time, each side 

seeking to gain a tactical advantage over the other. Below are some vital defensive weapons that 

can maintain the security of the whole hotel or resort staff.

VIDEO SURVEILL ANCE 

IP cameras, specifically, if placed strategically, can safeguard all the public spaces within a hotel. 

Sound and motion detection can further elevate your surveillance apparatus, giving you eyes 

on anything moving or speaking without constant energy consumption. This motion-activated 

system would also allow the surveillance officer to focus only on public spaces with a potential 

threat.

ACCESS CONTROL KEYCARDS

Access control key cards are an added layer of protection for information, hotel records, and 

private property. While gaining access to private spaces beyond the guest’s hotel room is possible, 

it is certainly far more challenging. 

BODY CAMERAS 

Equipping security personnel with body cameras protects and civilizes the alleged perpetrator, 

the victim, the security officer, and the hotel. The body camera will record the situation as 

Technology
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the officer sees it, protecting all parties from misconstrued stories and 

information about the event and allowing those handling it to 

apply justice. 

STAFF DURESS AL ARMS/PANIC BUTTONS

Panic buttons are essential for any hospitality 

staffer – many of whom work alone in the guest’s 

rooms.

The vulnerability of the cleaning and 

maintenance staff’s isolation likely leaves them 

susceptible to angry or predatory guests. In the 

case of any threat or perceived threat, it is always 

better for staffers to be equipped and feel like they 

have somebody watching their back and able to come 

at the drop of a hat. 

Not only does this device protect formerly-isolated, front-line workers from 

any bodily threat or public health concerns that may arise, but simply having it available puts 

workers at ease. They know they can get help should they ever need it. They can focus on getting 

their work done and assisting guests. 

MASS NOTIFICATION SYSTEMS

Mass notification systems are necessary communication channels for a fortified security 

framework. The best way to protect all employees is by giving every trained employee all the 

real-time information about the developing situation.
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By establishing and enforcing clear crisis policies, training employees to recognize and react to 

violent situations, and using effective techniques to manage emergencies better, organizations 

are better equipped to address workplace violence from multiple angles comprehensively. By 

creating a safe environment where people are on one team with a common goal, the experiences 

of working, staying in, and managing that hotel becomes more pleasant and effective.

Decreasing Workplace Violence in 
Hospitality Settings
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AS THE PREFERRED SECURITY PARTNER OF HYATT HOTELS, KINETIC GLOBAL GIVES 
HOUSEKEEPERS AND HOTEL WORKERS PEACE OF MIND.

Providing a safe environment for your hotel staff has never been easier with the Kinetic Global 

Panic Button solution. 

Your housekeeping staff is always connected to the Kinetic Global Security Command Center. 

In addition to panic button technology, Kinetic Global offers the following core modules that 

enhance the resilience of your security infrastructure: 

Trusted by leading hotel brands, Kinetic is your trusted partner in effective hotel security law 

compliance. It’s never been easier to quickly deploy Panic Button Technology to all your hotel 

workers and housekeepers.

Get in touch. Contact us to request a demo and learn more about Kinetic Global’s hospitality 

emergency management platform.

KINETICGLOBAL.COM

Kinetic Global’s Hospitality Panic 
Button Solution

ABOUT 

•	 Emergency Mass Notification 

System

•	 Threat Identification/Risk 

Intelligence

•	 Live Maps – Active Triangulation

•	 Global Medical Response

•	 Travel Risk Management

•	 Case/Incident Manager

•	 Integrated Admin
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